Abstract

In the current age of information communication, secustgne of the mostimportant
concern which is attracting a lot of attention from the rese@ommunity. Cryptography
is a pivotal method to offer security to communication ofigas information. Authenti-
cation and key establishment protocols are cryptograpblutiques that are the first steps
to set up a secure communication by authenticating the userkved and establishing
a secure key among them. The key can subsequently be usel@twvarfious security
services. In this thesis various new protocols for autlcatibn and key establishment are
proposed in order to enhance efficiency and security of comnration.

In the design of key establishment protocols, the use oftographic primitives re-
quiring less computations are preferred to increase affiyie Particularly, due to the
popularity of applications in heterogeneous environmemstocols having less compu-
tational burden on the low power users have become essédtialof the design goals of
the protocols proposed in the thesis is to provide an asynmeetmputational pattern to
enhance the overall efficiency. The security analysis optb&ocols have been performed
under provable security model.

The contributions of the thesis can be classified into thegesp In the first part, we
are concerned with the analysis and design of server basegdvty protocols, where a
common weakness in the key control of three existing prdsduas been discussed. Then
a set of protocols having varying key control propertiesrigpsed using one way hash
functions. The protocols have better efficiency propertypared to the existing ones.

In the second part, we have proposed a novel authenticatiezbatributory key agree-
ment protocol. The protocol provides truly contributoryyka&greement using a poly-
nomial interpolation based key construction. Then we hasgengled the protocol for
communication between a set of resource constrained usengcted to one/more pow-
erful node. The protocol follows an asymmetric computapattern and achieves better
efficiency and security compared to the existing works. tteoto enhance the scalability
of the protocol, it has also been extended to hierarchy.

Finally, we have analyzed the security protocols for thedgration GSM and CDMA
mobile networks and summarized their corresponding teredte have complemented
the threats by proposing new authentication and key agneepretocols for the next
generation mobile networks.
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